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1. Introduction

There isincreasing emphasis by regulators on the use of formal safety management
systems (SMS) in the context of aviation maintenance. However, thereislittle
agreement about the nature of such systems, and how they might actually exert the
desired affect of reducing the incidence of maintenance errors. In order to gain insights
into the ways in which SM S systems may be made as effective as possible, it is
necessary to develop tools and techniques that allow usto explicitly map the routes via
which SMS might exert their effectsin real organisations.

In this paper, an approach will be described, called IDEAS (Influence Diagram
Evaluation and Assessment System) that can achieve this objective. I1n addition to
aviation maintenance, this approach has been applied to a number of industrial domains
including railways, nuclear power generation, cockpit errors and marine transport.
IDEAS has a number of important applications in improving the safety and reliability of
aircraft maintenance. Firstly, it provides an explicit and easily understandable model
of both the direct and indirect factors that influence the reliability of maintenance. This
is based upon a combination of information from all available sources, including
research studies, incident reports and the insights of personnel actually engaged in
maintenance operations at the ‘sharp end’. This provides comprehensive and practical
insights into the factors that influence maintenance reliability.

The structure of the model and the factors that it contains provide the basis for
performing causal analyses of maintenance incidents, which explicitly include the
effects of organisational and other ‘latent system causes of failures (Reason, 1997,
Maurino et al, 1995). The model can provide the basis for the proactive evaluation of
an existing maintenance system at the levels of individual maintenance teams, aircraft or
individual maintenance tasks. Thisform of evaluation can be used to identify areas of
strengths and weaknesses, and to specify the changes that need to be made. This can be
extended to quantitatively assess the cost effectiveness of alternative error reduction
grategies. Thelink with SMS means that the management system that has the
responsibility to implement and monitor these changes can be explicitly identified,
allowing responsibilities for implementation to be assigned.

The first section describes the Influence Diagram concept, which forms the basis for the
IDEAS methodology. An application of IDEASto an aircraft maintenance system s
then described, and a simplified version of the resulting model developed, to illustrate
how factors at various levels of the maintenance system can affect maintenance errors at
the operational level. The application of the model to the analysis of the underlying
causes of maintenance incidents will then beillustrated. Finally, the proactive



application of IDEAS to develop an audit tool for assessing an existing aviation
maintenance system will be described.

2. Influence Diagrams. The basisfor the IDEAS Approach

Influence Diagrams were originally developed at the Stanford Research Institute
(Miller et a, 1976) to represent the dependencies between eventsin terms of
conditional probabilities. Their first application was in supporting communicationsin
group decision making by non-specialists in areas such as the siting of hazardous waste
repositories (Merkhofer 1990). They were subsequently applied to human reliability
analysisin the nuclear power industry (Phillips et al. 1990), to the modelling of major
disaster causation (Embrey 1992), and to the assessment of the causes of signals passed
at danger in therail sector (Wright et a. 2000).

21 Peaformancel nfluendng Factors

In order to understand how Influence Diagrams work, consider an event such as
‘Probability of failing to correctly re-assemble a critical component during
maintenance’. Thiswill depend on the states of a number of other variables (referred
to as Performance Influencing Factors) in the situation, and is therefore a conditional
probability. In subsequent discussions, bold italics will be used to refer to these
factors. The factors that could directly influence the failure probability might include
the following:

Quality of the maintenance tools available

Technical competence of the maintainer

Amount of time pressure

Quality of the procedures and job aids available

Fatigue

Task characteristics predisposing to errors

The states of each of these Performance Influencing Factors are in turn dependent on
other ‘sub-factors'. For example, the state or quality of the factor task characteristics
can be broken down into the following sub-factors:
Number of isolated steps (isolated steps are known to be vulnerable to
omissions)

Similarity to other tasks (tasks which are identical apart from a few steps may
become interchanged, particularly if one task is performed much more
frequently than the other, and there are distractions when the infrequent task is
performed)

Stability of task method (maintainers may not be informed of all changes, and
may omit or incorrectly sequence the new steps)

Complexity (Complex tasks, e.g. more branches, more steps are more likely to
be informed correctly)

Design of aircraft for maintainability. This factor can be broken down into
further sub-sub factors as follows:

— Component design
— Accessibility of components
— Amount of component removal required



The Influence Diagram is usually developed and represented in a graphical format. In
Figure 1, some of the sub-factors underlying the direct factor task characteristics have
been shown. Although the Influence Diagram may seem complex, thisissmply a
reflection of the fact that the likelihood of maintenance errors occurring is potentially
influenced by alarge number of factors. During theinitia construction of the diagram,
it isimportant that as many as possible of the potentially important Performance
Influencing Factors are captured, in order to ensure compl eteness.
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Figure 1: Influence Diagram breakdown for Task Characteristics

Subsequently, it is usualy possible to smplify the diagram, by eiminating factors that
have an insignificant impact, relative to other factors at the same level.

One of the mgjor benefits arising from breaking down factors into sub-factorsis ease of
assessment. Because many of the factors that directly influence maintenance
performance are multifaceted, as shown in Figure 1 for intrinsic task characteristics, it
would be extremely difficult to make an assessment without first identifying the
component sub-factors.

If factors can be assessed for a particular maintenance task at the bottom level of the
diagram, it is possible to evaluate whether the factors at the top will be positive or
negative in terms of there effects on errors. For example, if al the sub-factorsrelating
to the factor task characteristics (task complexity, presence of isolated steps etc.)
were near to the ideal, then the task would be less subject to maintenance error than
another task where all these factors were nearer to the ‘worst case’ situation, (e.g. many
isolated steps, task method changed frequently, and inaccessible components). A
similar argument can be applied at any level of the factors that influence the overall
maintenance performance. Thus, dl the factors directly influencing maintenance



performance (quality of the tools available, technical competence of the maintainer,
amount of time pressure, etc.) could each be broken down to the sub-factors that
influence their state.
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In Figure 2, the Influence Diagram is devel oped further to represent the sub-factors
underlying two other Performance Influencing Factors: suitability of tools and
equipment and time stress.
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Figure 2: Influence Diagram for Suitability of Tools & Equipment and Time stress

The Influence Diagram is capable of modelling quite complex interrel ationships
between management strategies and the effects of these strategies on error likelihood.
For example, it iswidely accepted that time stress, in the form of inadequate time to
perform a maintenance operation, isamajor contributor to maintenance error. Inthe
Influence Diagram, the time stress experienced by a maintainer isinfluenced by two
major factors, the time needed to complete the task and quality of work scheduling
(i.e. the accuracy with which time is allocated by the scheduler (usually a supervisor or
manager) to the task. The diagram indicates that thisin turnisinfluenced by factors
relating to the experience of the scheduler, i.e. knowledge of component availability,
staffing resources, and of the practicalities at the shop floor level of carrying out the
task. Inaddition, certain objective factors, such as the availability of take-off slots,
will also influence the likelihood that adequate time is allocated for the task to avoid
time stress.

Asaresult of developing the Influence Diagram structure, the factors that will need to
be optimised to support effective scheduling can be identified. The extent to which they
are adequately addressed in a specific organisation provides information regarding the



effectiveness of the Safety Management System. This application of the methodology
will be discussed in more detail in Section 4.2.

2.3 M ultiple Pathways

Another useful feature of the Influence Diagram analysisisthat it reveals the presence
of certain factors that influence a number of other factors. In Figure 2 for example, it
can be seen that the factors quality of hangar facilities, quality of aviation test
equipment (ATE), tool resources and equipment resour ces influence both the time
taken to complete task and the suitability of tools & equipment. This structure arises
because these three factors can influence the likelihood of error by two routes. The
first route is by affecting the time available to perform tasks. The unavailability of
suitable tools and equipment will usually extend the time taken to carry out ajob, and
hence time stressis likely to arise given that the time already allocated to ajob is
difficult to extend. Unavailability of tools and equipment will also affect error rates
directly, because the task will be more difficult to carry out and hence more error
prone. Thisinfluence is mapped by means of the links that go directly from the
suitability of tools and equipment factor. Another factor that affects error probability
viatwo routesistask complexity. Thediagramin Figure 1 showsthat this affects the
error probability directly viatask characteristics as well as affecting the length time
taken to carry out the task.

Generally speaking, the larger the number of links that emanate from afactor, the
greater itsinfluenceislikely to be. In reliability engineering, such factors are
sometimes referred to as * Common Causes', and are regarded as being particularly
difficult to model. The ability of the Influence Diagram to identify and model the
effects of these common causesis one of its magjor advantages.

3. Developing the Influence Diagram

The Influence Diagram provides a method for acquiring information from awide
variety of sourcesin order to develop a comprehensive and realistic model of the direct
and indirect causes of maintenance errors for organisation of interest. Any particular
model is likely to include both organisation specific and generic factors. In generdl, it
is advisable to tailor any generic model to take into account the specific factorsin an
organisation. The development of the model comprises three stages:

Development of a preliminary Influence Diagram model based on previous

research findings and incident analyses

Interactive sessionsto tailor the preliminary model to the specific organisation

Evaluation of the relative importance of the factors in the model in terms of their
impact on maintenance error

31 Devdopment of the Prdiminary | nfluence Diagram

Thefirst stage involves reviewing the available human factors research and any
information from incident analyses. A preliminary Influence Diagram is then developed
by the anaysts using a computer program called IDEX (Influence Diagram Expert).
This allows the diagram to be developed in a graphical format, using the



comprehensive editing facilities available in IDEX. These facilities allow the structure
of the diagram to be easily changed, and for additional information regarding the factors
to be stored in a database.

3.2 Tailoring the Diagram to the Or ganisation

The next stage consists of a series of interactive sessions with individuals with direct
experience of the organisation. The purpose of these sessionsis to gain feedback
regarding the comprehensiveness and vaidity of the initial diagram and to modify and
extend it to reflect the perceptions of the participants. The interactive session is carried
out using the IDEX software and a data projector, which alows the participants to
easily modify the structure of the diagram in response to the discussions. Idedlly, the
participants should represent as wide arange of experience as possible, and should
include the people who will be affected by any decisions arising from the study. This
develops a sense of ownership in the model, rather than it being seen as being imposed
by ‘outsiders. The participants should include managers and supervisors as well as
technicians, to ensure that al perspectives are represented.

3.3 Evaluating the Rdative | mportanceof thefadtors

Initidly, the structure of the Influence Diagram only indicates that certain factors, e.g.
technical competence, time stress have some influence on other factors, e.g. the
probability of error. Inthefina stage of developing the Influence Diagram, the relative
strength of the influencesis assessed. These assessments are made on the basis of the
experience of the participantsin the IDEAS session, together with any objective data
that may be available. Once they have been completed, assessments of the quality of
the factors at the bottom level of the diagram can then be propagated upwardsto give a
singleindex at the top of the tree. Thisis ameasure of the quality of the conditions
influencing the reliability of maintenance. Thisindex ranges between O, for worst-case
conditionsto 1, for best attainable conditions. The closer it approaches this idedl
value, the lower the probability of maintenance error islikely to be.

The Influence Diagram therefore provides a method for aggregating together the
complex set of factors that influence maintenance error in an organisation into asingle
number. It aso alows the effects of changing different factorsto be investigated. For
example, if an improvement in staffing levels produces a 20% decrease in expected
maintenance errors, whereas a change in quality of equipment only produces a 5%
change, then the former change should be chosen (assuming they both cost the same to
implement). The IDEAS model therefore provides a basis for the cost effectiveness
evaluation of aternative improvement strategies.

4, Applying IDEAS

The Influence Diagram approach in the form of the IDEAS methodology can be applied
both proactively and retrospectively to reduce the likelihood of maintenance errors. In
this section three main application areas are described:
Providing a framework for identifying the underlying causes of incidents that
have already occurred, and prescribing cost effective preventative strategies



As a genera modelling tool to understand the structure of the underlying causes
of maintenance errors in an organisation, and assigning responsibilities to the
various components of the Safety Management System to control these causes.

Providing the basis for audit tools that identify the vulnerable areas in an
organisation and provide guidance with regard to how these vulnerabilities are
to be addressed

41 Useof IDEASIN thecausal analygsof incdents

Most incident investigation processes devote the majority of their resourcesto the
delineation of what happened, i.e. to establishing the exact sequence of eventsin the
incident. In general, there is considerably less effort spent on establishing why the
incident occurred. Thisis because many organisations have a strongly held belief that
errors arise primarily from the individual failings or inadequacies of maintenance
technicians. From this perspective there is little motivation to spend time in
establishing underlying causes, apart from identifying possible random hardware
failures that could have given rise to theincident. Thus, the analysis of causes often
tends to focus on failings of the individual maintainer such aslack of knowledge, lack
of diligence or application, or deliberate violations of rules or proceduresin order to
make the job easier. However, an alternative to the individually focussed view of
accident causation exists.

The Systems View, whilst accepting that these individual causes will certainly be
implicated in some incidents, tries to identify the broader range of factors that can have
an impact on maintenance error. It will be apparent that the IDEAS approach is based
upon the Systems philosophy. The Influence Diagram is designed to develop a
comprehensive model of the factors (and their interrelationships) that may be acting
together to influence the likelihood of error. Some of the factorsidentified in the model
are common to the individual centred approach of traditional accident investigation,
whereas others address the precursors of conditions (e.g. time stress) that may have a
direct impact on maintenance reliability.

The structure of the Influence Diagram developed by IDEAS provides the basisfor a
series of questions which first identify the direct causes (or Performance Influencing
Factors), and then the underlying causes that could have given rise to the direct causes.
For example, consider a specific incident where a critical component has been omitted.
For the purpose of this example, we shall assume that the Influence Diagram set out in
Figures 1 and 2 contains all the factors relevant to thisincident. Thefirst stage of the
investigation would include the usua gathering of information to establish what

happened.

The structure of the incident investigation would be based on the Influence Diagram and
would consist of the following stages.

4.1.1. Establishing direct causes

The first questions would establish whether one or more of the direct Performance

Influencing factors were implicated in the incident:

Did any of the following conditions influence the occurrence of thisincident?
Suitability of tools and equipment?



Technical competence of the technician?
Time stress?

Quality of the procedures?

The nature of the task?

In response to these questions, the answers might be: Factors A, B, C, etc were strongly
implicated, weakly implicated, or not known. In the latter case, judgement would be
suspended until questions were asked at the next level of detail. For example, it might
not be clear initially if the suitability of tools or equipment was afactor in the
component being omitted. However, the questions posed at the next level concerning
the hangar facilities, tool resources and quality of the ATE will enable the investigator
to assess the adequacy of the maintenance system from this perspective, and assist in
identifying whether this was a factor in the specific incident.

4.1.2. Establishing underlying causes

This process of successively moving down the Influence Diagram continues until the
underlying causes are established. These will normally be at the bottom level of the
diagram. For example, if one of the direct causes of the omitted component was time
stress, the ultimate cause may be a combination of lack of knowledge of the shop floor
practicalities and the unavailability of staffing resources by the scheduler.

4.1.3. Developing preventative measures

Once the causal analysis has proceeded to the bottom level of the Influence Diagram for
the factors that are implicated in the incident, the basic root causes will have been
established. These deficiencies will then need to be remedied. 1n the example cited
above, the inadequate knowledge of shop floor practicalities and staffing resources
could be remedied by ensuring that schedulers have regular contact with shop floor
operations, and effective communication systems to provide information on current
personnel resources.

4.1.4 I|dentifying Safety Management implications

The identification of fixable root causes by the IDEAS process allows the
responsibilities for ensuring that these conditions do not arise in the future to be
assigned to the appropriate area of the Safety Management System and the individuals
tasked with this responsibility. Thisissue will be explored further in section 4.2.

4.1.5. Updating the model

In the event that a new Performance Influencing Factor, not included in the existing
Influence Diagram model, isidentified as contributing to the incident, thisis added to a
list of possible factors that may subsequently be used to update the model. In thisway,
the model of error causation encapsulated in the original Influence Diagram will be
congtantly updated based on experience. The frequency with which the factorsin the
model occur provides an indication of the relative weights of these factors in terms of
their impact on error causation. These can be compared with the weights originally
assigned by the expert group when developing the origina diagram, and updated if
necessary.



4.1.6 Benefitsof using IDEAS to support the investigation of underlying causes

The use of the IDEAS methodology to structure the investigation of underlying causes
provides a number of specific benefits.

The existence of an explicit model of error causation provides a framework that
generates specific questions that can be asked during the accident investigation process
to establish causes. This supports the investigation of incidentsin a standardised and
consistent manner, and enables information to be aggregated across a number of
incidents to alow recurrent root causes to be identified. Thisin turn provides
information regarding which of these causes should have the greatest priority in terms
of expenditure of resources to reduce the incidence of errors.

The hierarchical structure of the IDEAS model means that the analyst does not have to
consider every possible underlying cause. Certain classes of causes can be eliminated
early in the investigation process, thus reducing the amount of resources required to
investigate the incident. Because causes are broken down into their contributory
Influencing Factors at each level of the analysis, it is easier to prescribe specific
preventative measures

The error causation model also encourages the investigator to consider awider range of
potential causes than the traditional individually centred approach. It emphasises that
fact that errors may arise from a combination of more than one cause, thus reducing a
premature focus on a single cause.

4.2 Usng | DEASto provideinputsto the Safety M anagement Sysem

IDEAS identifies the network of influences that affect the likelihood of maintenance
errors. Thisstructure is established using all available sources of information,
including research data, incident analysis, and most important of all, inputs from people
who know the system. The results of the IDEAS analysis should therefore be able to
identify the key aspects of the maintenance system that have an impact on maintenance
reliability. In particular, IDEASIs able to identify the powerful ‘common cause
influences that have multiple connections with, and therefore influences on, many
aspects of system operation. The information provided by the IDEAS process can
assist the Safety Management System by identifying the specific ‘levers that will have
the mgor effects on the reliability of maintenance.

FactorsInfluencing Time Factors Influencing Management
Stress Suitability of tools & responsibilities
equipment
Staffing levels Personnel/Human
Resources
Task complexity Aircraft
manufacturer/design
Quality of hangar facilities Quadlity of hangar Facilities management
facilities
Quality of Aviation Test Quiality of Aviation Equipment Procurement
Equipment/tool s/other Test
equipment Equi pment/tool s/other
equipment




Availability of Availability of Equipment resource
tool s/equi pment tool s/equi pment all ocation/management
Spares ordering/availability Spares Procurement
Availability of take-off dots Outside the direct control of
the management system

Knowledge of component Communication systems
availability
Knowledge of shop floor Training/ communication
practicalities systems
Knowledge of staffing Communication systems
resources

Table 1. Management functions involved in quality of factors influencing maintenance

error

The Influence Diagram in Figure 2 identifies Time stress as a factor directly affecting
the probability of maintenance error. The IDEAS analysisindicates that time stressis
actually influenced by awide range of ‘bottom level’ factors. Once these factors have
been identified, the Safety Management System responsibilities for ensuring that they
are optimised can be assigned.

Table 1 tabulates some of the management functions that would be involved in ensuring
that time stress was minimised. The structure of the Influence Diagram shows that
some of these factors will have a greater effect than others on the likelihood of both
time stress and suitability of tools and equipment. Thisinformation can be used to
ensure that the Safety Management System adequately addresses the most important
drivers of maintenance reliability. The mapping of management control functions on to
the underlying causes of maintenance errors aso shows that certain factors, e.g. the
availability of take-off slots, are not under the direct control of the management
system.

Most safety management systems emphasi se the importance of both risk analysis and the
monitoring of feedback from incident reports to ensure that the System is performing
effectively (Mc Donald et a 2000). Using IDEASfor the analysis of incidents allows a
more precise identification of underlying causes by specifying the factors that control
risk.

43 Usng | DEASto devdop an audit tool

Since the influence Diagram provides alink between the attributes of an organisation
that can be measured, and the expected probability of error, it provides the basis for
devel oping a maintenance system audit tool. The factors at the bottom of the Influence
Diagram can be assessed using appropriate scales and the results of these inputs can be
used to provide an index that is related to the probability of failure.

One advantage of developing an audit tool based on the IDEAS Influence model is that
it isable to indicate the expected effects on maintenance reliability of making
improvements to any problem areas identified in the assessment. It therefore provides
immediate guidance with regard to the most effective intervention. Another advantage
isthe fact that the Influence Diagram can be tailored to include any system specific
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factors that may not be included in amore generic tool such as MEDA. An example of
some questions developed for the factor time stress is shown in Table 2.

Question 1| 2| 3| 4| 5| 6 Information
49 | The process for An inadegquate system would
ordering spares works mean a long complex request
effectively process, long time to get

spares and inaccuraciesin
the parts eventually obtained.

50 | A good knowledge of Lack of knowledge about the
task duration is always length of time that tasks will
shown in the work take to complete will lead to
schedules unrealistic work schedules.

51 | Work schedules ways Insufficient consideration of
appear to take shop working constraints will
floor practicalities into mean that the time schedules
account (e.g. staffing to complete atask will be
levels, availability of unrealistic.

parts, tools, equipment)

Key: 1= Strongly disagree 4 = Slightly agree
2 = Disagree 5=Agree
3 = Slightly disagree 6 = Strongly agree

Table 2: Example of audit tool questions based on IDEAS model

5 Conclusions

The IDEAS methodology provides a structured and systematic methodology for
identifying the direct and indirect causes of maintenance errors. It has been
successfully applied in a number of industries and is now being used to improve flight
safety by reducing the likelihood of maintenance errors. It has a number of benefitsasa
tool for developing a comprehensive model of the factors influencing errors:
It dlows insights from a number of sources, including the individuals who work
in the system, to be amalgamated together in an externaly verifiable form to
show the contribution
It allows technical, organisational and cultural factors to be considered within
the same framework
It allows cross linkages between factors that affect error in different waysto be
identified
The approach has a number of applications. One of the most significant of theseisasa

method for standardising the investigation of incidents and near misses. By providing a
consistent but updateable model of incident causation developed using IDEAS,
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investigators are prompted to consider the underlying as well as the direct causes of
accidents. The model aso helps to combat the tendency to assign a disproportionate
amount of emphasisto individual rather than system causes. It emphasises the need to
consider the fact that most incidents arise from the combination of more than one cause.

In the area of Safety Management Systems, the IDEAS approach identifies the factors
that need to be under the control of the Safety Management System. It isalso useful in
supporting the risk identification and monitoring aspects of the system, by means of the
improved capability to identify the underlying causes of incidents discussed above.
The ability of IDEAS to develop a numerical relationship between changesin the
factors controlled by the Safety Management System and the probability of maintenance
errors means that decisions regarding the best use of resources to minimise risks could
be made on arationa and auditable basis.

The identification by IDEAS of the links between aspects of the maintenance system
and the likelihood of error provides agood basis for an audit system to identify any
weaknesses that might exist. A comprehensive audit tool based on the IDEAS
methodology is being developed and tested as part of a current project.
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